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Issue ID  
(Fsas Technologies PSIRT) 

FTI-ISS-2025-082610 

Date  
(Initial Release) 

October 25, 2025 

Name  
(Affected Components) 

Fujitsu / Fsas Technologies iRMC 

References  
(Related Notices)  

FTI-SA-233769608, CVE-2025-65002 

Score  
(max. CVSS, PCRSS, EPSS) 

~ High (7.5), ~ Medium-High (4), ~ Low (0.10%) 

State  
(Issue) 

SEMI-MITIGATED/RESOLVED 

 

PROBLEM / DESCRIPTION 

 

The Fsas Technologies PSIRT received intelligence on a vulnerability present in the named, affected 

components. 

That potentially resides in certain Fsas Technologies and Fujitsu software or firmware software package 

versions, available to customers on the Fsas Technologies (EMEA) Product Support website. The 

components are subject to a vulnerability, which allows an attacker to potentially affect system 

confidentiality, integrity and availability. 

 

SITUATION 

 

Based on the intelligence information available, the Fsas Technologies PSIRT rated the vulnerability in 

summary as a relevant threat to the Fsas Technologies and Fujitsu product portfolio, due to the given 

severity, component risk, and exploitability. 

Fsas Technologies PSIRT — Security Notice 

FUJITSU / FSAS TECHNOLOGIES IRMC  
VULNERABILITY 
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The U.S. MITRE and NIST ITL were requested for publication of a dedicated CVE on that vulnerability. The 

index page of this document lists the max. CVSSv3 base score. 

The Fsas Technologies PSIRT has estimated an Fsas Technologies PCRSS (Product Component Risk 

Scoring System) score, based on the component prevalence, component security record, and 

component fix/mitigation expenditure.  

The index page of this document lists the max. Fsas Technologies PCRSSv1 score. 

Lastly, the index page of this document lists the max. EPSSv3/4 score.  

Above score was determined on the initial release date of this document, unless indicated otherwise. 

 

SOLUTION / REMEDIATION 

 

Relevant Fsas Technologies PSIRT members and adjacent development and engineering departments 

were already informed. 

The Fsas Technologies PSIRT requested a mitigation of the underlying vulnerability, via software or 

firmware package updates, and may have also provided further, internal instructions on the 

remediation. Fsas Technologies and Fujitsu product updates will be made available consecutively, while 

all intelligence provided by the Fsas Technologies PSIRT is processed continuously. 

 

ADDITIONAL INFORMATION 

 

At this point, this Fsas Technologies PSIRT issue, addressing the above referenced vulnerability, is  

in the state listed on the index page of this document. Any updates will be provided as necessary, in the 

Fsas Technologies PSIRT PRODUCT SECURITY section of the Fsas Technologies Product Support website. 

A List of affected Fsas Technologies and Fujitsu products (APL) follows below. 

■ This is an overview of affected Fsas Technologies and Fujitsu products (and product components). 

■ This list is updated regularly (i.e., affected systems, affection states, new fixed versions, release dates). 

■ For the supply of an updated software or firmware, we often rely on the support of the component supplier.  

■ Further, Fsas Technologies can only provide updates for products which are under service.  

■ Products which are not listed below are already out of services/EoSL (End of Service Life).  

This Fsas Technologies PSIRT security notice, including the list of affected Fsas Technologies and Fujitsu 

products, will be updated as soon as new information is available.   

https://security.ts.fujitsu.com/
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Desktop PC (ESPRIMO) 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu ESPRIMO D538 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D556/2 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D6011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D6012 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D7010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D7010/8 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D7011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D7012 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D7013 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D738 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D9010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D9011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D9012 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D9013 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO D958 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO G5010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO G5011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO G558 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO G6012 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO G9010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO G9012 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO G9013 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO K5010/24 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO K558/24 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P5010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P5011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P558 / Power NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P6012 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P7010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P7011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P7012 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P7013 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P758 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P9010 

 

NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P9011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P9012 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P9013 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P958 / P958 Power NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO P9910 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO Q558 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO Q7010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 
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Fujitsu ESPRIMO Q958 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ESPRIMO Q958/MRE NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

Thin Client (FUTRO) 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu FUTRO Q9010 GLK Refresh NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu FUTRO S5010 GLK Refresh NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu FUTRO S5011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu FUTRO S540 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu FUTRO S7010 GLK Refresh NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu FUTRO S7011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu FUTRO S740 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu FUTRO S9010 GLK Refresh NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu FUTRO S9011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu FUTRO S940 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

Workstation (CELSIUS) 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu CELSIUS C780 (Mehlow WS) AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu CELSIUS C780  

(Mehlow-Refresh WS) 
AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu CELSIUS C780 Power  

(Mehlow-Refresh WS) 
AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu CELSIUS J5010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS J580 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS M7010 / M7010 Power NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS M7010X / M7010X 

Power 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS R970B / R970B Power NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS W5010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS W5010/L NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS W5011 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS W5012 / W5012-LL NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS W550 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS W580 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS W580 POWER NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS W580 POWER+ NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 
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Mobile (CELSIUS/LIFEBOOK/STYLISTIC) 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu CELSIUS H5511 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS H7510 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS H7613 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS H780 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CELSIUS H980 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK A3510 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK A3511 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK A359 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E4411 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E449 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E4511 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E459 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5410 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5411 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5412 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5412A NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5412/MTC NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5413 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E549 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5510 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5511 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5512 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5512A NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5512/MTC NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E5513 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK E559 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK T939 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U5313X NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U729 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U729X NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7310 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7311 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7312 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7313 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7410 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7411 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7412 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7413 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U749 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7510 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7511 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 
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Fujitsu LIFEBOOK U7512 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U759 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U7613 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U9310 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U9310X NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U9311 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U9311A NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U9311X NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U9312 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U9312X (BLACK, RED) NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U9313X NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U9413 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U939 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu LIFEBOOK U939X NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu STYLISTIC Q5010 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu STYLISTIC Q509 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu STYLISTIC Q7310 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu STYLISTIC Q7311 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu STYLISTIC Q7312 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu STYLISTIC Q739 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

CCD Peripheral Devices 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu USB Port Replicator PR09 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu USB 3.0 Port-Replicator PR08 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu USB Type-C Port Replicator 2 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu Thunderbolt 3/4 Port Replicator NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu USB-C/USB 3.0 Hub 4 Ports NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu USB-C Travel Hub NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu Car Adapter USB-C-QC NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu Keyboard KB400/500/900 series NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu Keyboard KB100 SCR (eSIG) NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu Wireless Keyboard Set LX410 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu Wireless Keyboard Set LX960 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu Wireless Mouse WI series NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SCR CLOUD 2700 R (Reader) NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu USB SCR 3500A (Reader) NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu Internal SCR USB D323 (Reader) NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 
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CCD Software 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu CCD Software - DeskView NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CCD Software - DeskUpdate 

(Client) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CCD Software - DeskUpdate 

Manager 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CCD Software - Auth Conductor NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CCD Software - DisplayView NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu CCD Software - DisplayUpdate NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PlugFree Network NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

Industry Standard Server (PRIMERGY) 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu PRIMERGY CX2550 M4 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY CX2560 M4 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY CX2550 M5 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY CX2560 M5 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY CX2550 M6 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY CX2560 M6 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu / Fsas Technologies  

PRIMERGY CX2550 M7 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu / Fsas Technologies  

PRIMERGY CX2560 M7 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY GX2460 M1 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu / Fsas Technologies  

PRIMERGY GX2560 M7 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY GX2570 M6 AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY RX1330 M4 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY RX1330 M5 AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu / Fsas Technologies  

PRIMERGY RX1330 M6 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu / Fsas Technologies  

PRIMERGY RX1440 M2 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY RX2450 M1 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu / Fsas Technologies  

PRIMERGY RX2450 M2 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY RX2520 M5 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY RX2530 M4 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY RX2530 M5 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY RX2530 M6 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 
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Fujitsu / Fsas Technologies  

PRIMERGY RX2530 M7 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY RX2540 M5 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY RX2540 M6 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu /Fsas Technologies  

PRIMERGY RX2540 M7 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY RX4770 M5 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY RX4770 M6 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu / Fsas Technologies  

PRIMERGY RX4770 M7 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu / Fsas Technologies  

PRIMERGY RX8770 M7 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY TX1310 M3 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

PRIMERGY TX1310 M5  

(/wo BMC) 

NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

PRIMERGY TX1310 M5 (w/ BMC) 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY TX1320 M4 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY TX1320 M5 AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu / Fsas Technologies  

PRIMERGY TX1320 M6 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY TX1330 M4 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu PRIMERGY TX1330 M5 AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu / Fsas Technologies  

PRIMERGY TX1330 M6 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

Fujitsu PRIMERGY TX2550 M5 AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu / Fsas Technologies  

PRIMERGY TX2550 M7 
AFFECTED see Fujitsu iRMC S6 see Fujitsu iRMC S6 

  

Mission-Critical Server (PRIMEQUEST) 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu PRIMEQUEST 3800B NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PRIMEQUEST 3800E NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PRIMEQUEST 3800B2 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PRIMEQUEST 3800E2 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

PRIMEQUEST 4400E 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 
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Server Peripheral Devices 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu / Fsas Technologies  

PLAN (AP/CP/EP/EM) series 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PDUAL (AP/CP) series NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

PRAID (CP/EP) series 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

PSAS (CP) series 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

PFC (EP) series 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PACC (EP) series NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

PSWITCH 2048/4032P 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

PGY RC25 Rack Console 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu KVM11xxQ / KVM01xxA / 

KVMs3 / KVMs4 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PGY UPS (Line Interactive) NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

FJBU M2 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

Server Software 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu ServerView VIOM NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView IM NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView OM NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView OM/UM NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView UM Express /  

SV Content Collector 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView UM Express 

+LinuxLife (+eLCM) (+UpdateDVD) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView UM CLI NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView Repository Server  

(+SR RS VM appliance) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView Agent Windows NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView Agent Linux NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView ESXi RAID Core 

Provider (SV RAID) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView RAID (Manager) NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView Storage Manager NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 
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Fujitsu ServerView Integration -  

MS System Center 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView Integration - 

VMware vCenter 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView Integration - 

VMware Orchestrator 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView Integration - 

VMware Operations Manager 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView Scripting Toolkit NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ServerView Integration - Nagios NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SV Services for ISM 

(SOA RS, VMware ORC) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

ISM (Infrastructure Manager) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu iRMC S4 WON'T FIX WON'T FIX WON'T FIX 

Fujitsu iRMC S5 (+WebUI) AFFECTED v3.62P AVAILABLE 

Fujitsu / Fsas Technologies  

iRMC S6 (+WebUI) 
AFFECTED 

S6M5 v1.37S, 

S6AMD v2.48S,  

S6M6/S6M7 v2.56S 

CW 27/2026 

AVAILABLE 

Fujitsu PRIMEQUEST UF: MMB  

(+Web UI) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

Storage (ETERNUS) 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu ETERNUS CS800 RA AFFECTED see Fujitsu iRMC S5 see Fujitsu iRMC S5 

Fujitsu ETERNUS CS800 M1 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

ETERNUS CS8050 S15 - S17 
AFFECTED see Fujitsu iRMC S5/S6 see Fujitsu iRMC S5/S6 

Fujitsu / Fsas Technologies  

ETERNUS CS8200 S15 - S17 
AFFECTED see Fujitsu iRMC S5/S6 see Fujitsu iRMC S5/S6 

Fujitsu / Fsas Technologies  

ETERNUS CS8400 S15 - S17 
AFFECTED see Fujitsu iRMC S5/S6 see Fujitsu iRMC S5/S6 

Fujitsu / Fsas Technologies  

ETERNUS CS8800 S15 - S17 
AFFECTED see Fujitsu iRMC S5/S6 see Fujitsu iRMC S5/S6 

Fujitsu ETERNUS AB2100 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS AB3100 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS AB5100 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS AB6100 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS HB1100 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS HB1200 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS HB2100 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS HB2200 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS HB2300 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 
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Fujitsu ETERNUS HB5100 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS HB5200 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

ETERNUS AF150 S3 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

ETERNUS AF250 S3 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

ETERNUS AF650 S3 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS DX60 S5 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS DX100 S5 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu /Fsas Technologies  

ETERNUS DX200 S5 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS DX500 S5 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS DX600 S5 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS DX900 S5 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS DX8900 S4 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS JX40 S2 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

ETERNUS JX60 S2 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS LT20 S2 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS LT140 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS LT260 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

Storage Software 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu / Fsas Technologies  

ETERNUS CS8000 (OS) V9.0A 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

ETERNUS CS8000 (OS) V9.1A 
NOT AFFECTED V9.1 SP03 Patch 01 /  

BCU 6.13 
AVAILABLE 

Fujitsu / Fsas Technologies  

ETERNUS SF ACM/SC/Express  

(DX / AF Management Software) 

NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu ETERNUS SF MA NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

Integrated Systems (PRIMEFLEX) 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu FlexFrame Orchestrator 

(FlexFrame for SAP) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu / Fsas Technologies  

PRIMEFLEX for SAP HANA 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 
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Fujitsu PRIMEFLEX for MS Storage 

Spaces Direct (S2D) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PRIMEFLEX for VMware Cloud 

Foundation (VCF) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PRIMEFLEX for VMware vSphere NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PRIMEFLEX for Nutanix 

Enterprise Cloud (NECoP) 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu PRIMEFLEX for VMware vSAN 

Ready Node 
NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

Server BS2000 - SE Infrastructure 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu SE MU M3 see RX2530 M5 see RX2530 M5 see RX2530 M5 

Fujitsu SE MU M4 see RX2530 M6 see RX2530 M6 see RX2530 M6 

Fujitsu SE MU M5 see RX2530 M7 see RX2530 M7 see RX2530 M7 

Fujitsu SE SU300B 

 

NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SE SU310 

 

NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SE SU320 

 

NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SE SU330 

 

NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SE SU330B 

 

NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SE HNC M3 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SE HNC M4 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SE HNC M5 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu AU25 M4 see RX2530 M4 see RX2530 M4 see RX2530 M4 

Fujitsu AU25 M6 see RX2540 M6 see RX2540 M6 see RX2540 M6 

Fujitsu AU25 M7 see RX2540 M6 see RX2540 M6 see RX2540 M6 

Fujitsu AU254 M4 see RX2540 M4 see RX2540 M4 see RX2540 M4 

Fujitsu AU254 M5 see RX2540 M5 see RX2540 M5 see RX2540 M5 

Fujitsu AU47 M3 see RX4770 M3 see RX4770 M3 see RX4770 M3 

Fujitsu AU47 M5 see RX4770 M5 see RX4770 M5 see RX4770 M5 

Fujitsu AU47 M6 see RX4770 M6 see RX4770 M6 see RX4770 M6 

Fujitsu AUQ38E see 3800E see 3800E see 3800E 

  

Server BS2000 Software 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu BS2000 SE V6.4A SP3 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 SE V6.4A SP4 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 SE V6.5A SP1 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 SE V6.6A NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 (Operating System) NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 SECOS NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 
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Fujitsu BS2000 openSM2 NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 ROBAR-SV NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 StorMan NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 SESAM/SQL NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 DBACCESS NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 UDS/SQL NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 LEASY NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 SORT NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 CIS NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 openFT NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 JENV NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 openUTM (+WebAdmin) NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 BeanConnect NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 POSIX NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 Apache NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 iNetServ TCP-IP-AP NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 iNetServ TCP-IP-SV NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu BS2000 iNetServ MAIL NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

Fujitsu SecDocs NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

Implementation Services (AIS) 

AFFECTED SYSTEM AFFECTION STATE NEW FIXED VERSION RELEASE DATE 

Fujitsu AIS Connect NOT AFFECTED NOT APPLICABLE NOT APPLICABLE 

  

CW: calendar week 

T.B.D.: To be defined 
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RECOMMENDATION 

 

The Fsas Technologies PSIRT recommends customers to install the available Fsas Technologies and 

Fujitsu product updates and follow general security best practices.  

The recommendation by the Fsas Technologies PSIRT is either to avoid having active or enabled user 

accounts with usernames exactly 16 characters long — the maximum allowed — or to temporarily 

disable Redfish/WebUI permissions for such accounts on iRMC S5 and S6, until available firmware 

updates are applied. Implementing one of these actions mitigates potential issues related to user 

account handling at the character limit, at the time of writing especially for the non-mitigated 

vulnerability present in model iRMC S6 on M5 prior to version 1.37S. 
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